
Lesson: Implications of the Fourth Amendment

Text from the Fourth Amendment

“The right of the people to be secure in their persons, houses, papers, and effects, against

unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but upon

probable cause, supported by Oath or affirmation, and particularly describing the place to be

searched, and the persons or things to be seized.”
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Uses of Facial Surveillance 
Facial surveillance is in place all over the world.  Check out some of uses for facial surveillance technology.

Facial surveillance is used at some gas pumps to better target

advertising.  The program identifies age and gender of the person

pumping gas and selects a advertisement that is likely to be of

interest to the person.

Smart Advertising

Facial surveillance has been installed in some school buildings. 

 The surveillance is used to take attendance as students walk into

school.  Before the day starts, teachers already know who to

expect in their classrooms and who is absent that day.  The same

surveillance is used to identify people that do not belong in the

building.

School Attendance and Safety

In many areas of China, toilet paper theft is a huge problem in

public restrooms.  In many public restrooms facial surveillance has

been installed on special toilet paper dispensing machines.  A

person must look at the machine for it to dispense a controlled

amount of toilet paper.  Then, that person is able to take their

toilet paper into a stall for use.  The machine will not give the

same person more toilet paper for another 9 minutes.

Stopping Toilet Paper Theft

https://www.cnn.com/2017/03/20/world/china-toilet-paper-thieves-face-recognition-

trnd/index.html
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Examples of Political Cartoons
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Sources to Use
Court Decision Rules Against Facial Recognition Technology
In 2019, a federal appeals court ruled against Facebook for using facial recognition technology without users’ consent. The court stated that using

facial recognition software without an individual’s permission was an invasion of a person’s privacy. In addition, the court’s decision was important

because it means that people can use this court ruling as evidence to sue other companies that use technology, like facial recognition. The court’s

ruling also highlighted the dangers to a person’s privacy and safety by using technology to potentially track a person’s movements without their

knowing about it.
https://www.aclu.org/blog/privacy-technology/surveillance-technologies/federal-court-sounds-alarm-privacy-harms-face

Facial Recognition Discriminates
The American Civil Liberties Union (ACLU) is one of the biggest opponents to facial recognition software. The ACLU is a national organization that

works through the courts, state legislatures and local communities to protect and defense people’s civil liberties and rights. In this instance, the

ACLU wants to know how facial recognition technology is being used by the State of Michigan and the Michigan State Police. This because ACLU

believes the information from this software allows the state of Michigan and the Michigan State Police to unfairly discriminate against minorities.

For example, research has shown that face recognition is less accurate for darker-skinned faces and women. In addition, the use of facial

recognition software can also be seen as a violation of a person’s privacy. This is because the software is being used without people knowing about

it. The ACLU has requested that the state describe how the software is going to be used, if the police officers using it are properly trained, and what

the information is used for.

https://www.aclu.org/press-releases/aclu-furthers-investigation-scope-facial-recognition-activity-michigan

Anyone Can Do It?
Facial recognition software is big business. For example, Amazon has developed its own software program. The problem is that the software is

often faulty. To prove the software didn’t work well, the American Civil Liberties Union (ACLU) bought the program Amazon uses, called

Rekognition. The ACLU ran the software comparing the faces of United States Congress members against a criminal mugshot database. A mugshot

database is a collection of pictures of people who have been accused of a crime. The program scanned for matches between images in the database

and the faces of the Congress members. The software program incorrectly matched 28 members of Congress, identifying them as people who had

committed a crime. Many of the Congressional representatives that were chosen by the software were people of color.

 

Amazon is trying to sell their software to police departments. But, many people have concerns about police departments using facial recognition. 

 For example, what if the software incorrectly identified people as suspects accused of a crime?  Or what would happen if the software was used to

collect information about people, like where they live, or where they shop, without people knowing about it?. The ACLU, along with many other

organizations, are asking that Amazon stop marketing its software because of the inaccuracies found in the program.

https://www.aclu.org/blog/privacy-technology/surveillance-technologies/amazons-face-recognition-falsely-matched-28

One City’s Response to Facial Recognition Technology
One city has taken steps to fight back against facial recognition technology. In 2019, San Francisco, California became the first city in the United

States to ban or forbid, the use of local government agencies using facial recognition technology. The ban was passed overwhelmingly by the city’s

board of supervisors. In approving the ban, the board of supervisors stated that the use of such technology can be abused. For example, the

software can look for individuals at protests or other activities, threatening their First Amendment rights. The city has also taken the step of

requiring city agencies to get permission before using any kind of surveillance equipment such as software that can read license plates. The actions

by the city of San Francisco show one way that local governments are addressing the issue of using recognition and surveillance software vs, the

privacy and civil rights of individuals.

https://www.vox.com/recode/2019/5/14/18623897/san-francisco-facial-recognition-ban-explained
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Sources to Use
Seeking Out Minorities
In this case, the Chinese government is using facial recognition to keep track of a minority ethnic group: the Uyghur Muslims. This is a group who

has been persecuted by the government because of their religion. Many people who belong to this group live in Xinjiang, a province in northwest

China. Using a smartphone app, police have tracked the movements of Uyghur Muslims as they go about their day. They know locations of people’s

homes, what vehicles they use, and information found on ID cards. This surveillance of this particular minority has led to the arrest and jailing of

more than one million Uyghur Muslims and other ethnic minorities by the Chinese government. Because they are always being watched, the police

can quickly find reasons to arrest them.  The majority ethnic group in China is not monitored in the same way. The events in China show how facial

recognition can be abused, when disguised as government security policy.
https://www.nytimes.com/2019/04/14/technology/china-surveillance-artificial-intelligence-racial-profiling.html

Crime Prevention
Supporters of facial recognition technology believe that the software can help improve the safety and security of citizens. And the software is not

just about catching criminals. For example, police and other law enforcement organizations use the software to help find missing children and

seniors. Store owners who use the technology find it helps them to watch people and identify those who might be a problem. Another argument in

support of the technology states that when people know they are being watched, they are less likely to commit a crime.

https://www.forbes.com/sites/bernardmarr/2019/08/19/facial-recognition-technology-here-are-the-important-pros-and-cons/#b0e612914d16

A Good Business Tool
If used properly, facial recognition software can be a valuable tool for businesses. For example, using the software makes it easier for security

guards to check the identification of a person. Before, guards usually had to look at ID cards or ask for identification. Using software speeds up the

process as well as being more accurate. Also facial recognition software can work with most all kinds of systems. This means that companies are not

going to have to spend more money on technology just so the facial identification software works.

https://becominghuman.ai/the-threats-and-benefits-of-facial-recognition-what-should-we-know-17008f69ae74

Convenience at Your Fingertips
Although some people may not like the idea of law enforcement or companies using facial recognition software, when it comes to security and their

devices, many people feel differently. The idea of using a fingerprint or facial recognition to unlock devices is for many people more convenient

than managing passwords and codes. People are more willing to use the technology too because passwords and PINs have become easier to hack,

or break into. This allows people’s personal information to be stolen..  Over 80 precent of devices and sites that have been hacked have been

because of easy to guess passwords. To try and stop hackers, people then create long and difficult to remember passwords. Using a fingerprint or

our face is just much easier. Also when facial recognition software is used on devices, the information that we have stored in our phones and tablets

stays secure.

https://www.securitymagazine.com/articles/90533-facial-recognition-when-convenience-and-privacy-collide
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Steps to Create a Political Cartoon
Step 1: Choose a Message

Follow the instructions to create your political cartoon.

You need to decide whether or not you think the 4th amendment is violated by facial recognition and other video surveillance techniques. You will

be creating a cartoon that shows your stance. Some examples of a stance are below:

I think facial surveillance is always a good thing, because it helps monitor criminal activity.

I think facial surveillance is never ok, because it is an invasion of privacy.

I think facial surveillance is sometimes ok, but only in certain situations.

 

Choose one of the stances above, or write your own!  Describe your stance below:

Step 2: Choose Symbolism to Include
Many political cartoons include symbolism to help get their message across.  Choose at least one kind of symbolism to include in your cartoon. 

 Examples of symbolism include:

Color

Republicans are often represented in red and Democrats are represented in blue.

People associated with a specific country are often represented wearing that country’s colors.

Animals can represent different political parties

Democrats are represented by a donkey.

Republicans are represented by an elephant.

America can be represented by a bald eagle.

Object Representation

Many objects have attached symbolism

Scales usually represents justice.

The Statue of Liberty can represent freedom.

 

Describe what symbolism you want to include in your cartoon:
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Step 3: Create your Cartoon
Use the space below to create your political cartoon.

Write a couple of sentences below describing your political cartoon and the message it is trying to show:


